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Must Read before you begin installation

e To use the RESTful API, you must be an experienced Web developer.

e Prior to installing the RESTful API, you must install Microsoft Internet
Information Services (IIS). IIS is included in the Windows operating system.

e The installation of IIS and the RESTful API require Full Administrator
privileges without any restrictions. This includes lowering the UAC settings to
“Never Notify” and verifying there are no domain restrictions.

e The RESTful API is a wrapper for the Windows .Net API.

e The Restful API is language-neutral.

e By default, the RESTful API will be setup to use port 8081.

e The RESTful API demo code is written in C# and Javascript. The demo code
can be found on the installation media, in the same folders as the Setup.exe
files.

e You can use the POSTman testing utility to test the API functions.



Overview

This document provides a step by step procedure for installing Microsoft Internet
Information Services (IIS) for use with the CA4K™ RESTful API. Prior to starting
the installation, you must verify the computer meets the recommended computer
specifications and you have the CA4K™ DVD (Installation media) and the correct
CA4K™ software license with the API Enabled.

System Requirements

Ensure Recommended Server Requirements are met. Verify that the
computer meets the specifications that are documented in the CA4K™
System Requirements (Computer Specifications) document.

Verify Full Administrator Permissions

The installation of CA4K™ and IIS requires Full Administrator permissions.
Failure to provide these permissions will result in installation failures.



Related Documents
CA4K™ TCP/IP Ports Reference Guide — TCP/IP Ports document
CA4K™ System Requirements — Computer Specifications
CA4K™ Complete Install - Installation Guide

ASP.Net RESTful API Help Page

Prerequisites

e A Functional CA4K™ Complete Server with V1.1.16 SP-3 or V1.1.35 SP-1 and
later.



Quick Start Steps

1.
2.

©w N o

Purchase a CA4K, version 1.1.x Software license with the API Enabled.

Perform a CA4K Complete Server installation (V1.1.16 SP-3 or V1.1.35 SP1 or
later.

Install Windows Microsoft Internet Information Services (IIS). After IIS is installed,
verify the Default Website displays.

Install the RESTful API from the CA4K Installation Media, using the setup.exe
program.

Verify the CA4K RestfulAPI folder was created in the CardAccess4K folder.
Verify the CA4K RESTfulAPI Website displays in IIS, and is started.
Refer to the RESTful API demo code if needed.

Use Postman test utility to do testing on the RESTful API.



IIS Installation in Windows 10

Note: Prior to installing the CA4K RESTful API, you must install Internet
Information Services (IIS) Server. The following demonstrations are
for IIS in Windows 10 and Server 2012 R2.

1. Open Control Panel from the Start Menu.

Find and fix problems Change the theme

Adjust screen resolution

[E2] Control Panel — x
E > Control Panel ~ @ |Search Control Panel
Adjust your computer’s settings View by: Category =
Q System and Security - ’ User Accounts
Ren our computer's status >
Ch, < it typ
& c pi ur files with File History "}‘L‘ ® Change account type
dows 7) 5 Appearance and Personalization

il Network and Internet
kL@ View network status and tasks . Clock, Language, and Region
Cheose homegroup and sharing options - Add a language

/ Hardware and Sound Shange mput mcthods

4 Change date, time, or number formats
ﬁ View devices and printers

Add a device Ease of Access
Let Window: st s
<. Programs syl P

)J|  Uninstall s progrem

Programs
Uninstall programs or Windows
features, uninstall gadgets, get new
programs from the network or online,
and more.

Shut down or sign out
Desktop
- 1 d9)

2.1In the Control Panel, click Programs. In the Programs and Features

section, select Turn Windows features on or off link.

@l Programs — I

<« ~ 4 @ » Control Panel > Programs ~ O | Search Control Panel »

Control P: | Hi
entrel Panel Home Programs and Features

& vninctall 2 program

u View installed updates
Run programs made for previol

System and Securi =
” v How to install a program
Network and Internet

Hardware and Sound P Default Programs ) ) )
'@ Change default settings for media or devices | Make a file type always open in a specific program
* Programs Set your default programs
User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access




3. Now, click on the features that are checked on the following screens and then
click the OK button.

Notes:

o It is recommended to install IIS Manager Tool. Select IIS Management Console
under Web Management Tools.

o The IIS selection screens will vary between operating systems. The following IIS
selection screen is for Windows 10. The selections screens for Server 2012 R2 and
Server 2019 can be found later in the document.

. Always select the latest .NET versions available on the selections screen.
5L Windows Features — O >
Turn Windows features on or off (7]

To turn a feature an, select its check box. To turn a feature off, clearits check box Afilled box rmeans that only part of the feature
is turned on.

Active Directory Lightweight Directory Services -~
Ermbedded Shell Launcher
Hyper-yf
Internet Explarer 11
Internet Information Services
(] FTP Server
=AL]| Web Managerment Tools
= [m] 115 6 hbanagerment Compatibility
[ 15 6 Management Console
[ 115 6 Scripting Tools
(| 15 6 WhAl Cormpatibility
15 hetabase and |15 & configuration compatibility
[ 5 Managerment Console
[ 115 Managerment Scripts and Tools
(| 115 Management Service
= [m] World Wide Wiieb Services
= [m] Application Dewveloprnent Features

7]

= mAO000

MET Extensibiliby 3.5
MET Extensibility 4.6
[ Application Initialization
[ 5P

ASPMET 3.5
ASPMET 4.6

[ CGl

18P Extensions
1S8P1 Filters

(] Server-Side Includes
(] WifebSocket Protocol

= [m] Cormmon HTTP Features

Default Document

Directory Browsing

HTTP Errors

HTTP Redirection

Static Content

WebDAY Publishing

= [ Health and Diagnostics

= [ Perforrmance Features

= [m] Security

Basic Authentication

Centralized S5L Certificate Support

Client Certificate Mapping SAuthentication
Digest Authentication

1% Client Certificate Mapping Suthentication
IP Security

Request Filtering

URL Authorization

Windows Suthentication

(] Internet Information Services Hostable Web Core

OROO0O

oordooogno

Note: After IIS is successfully installed, you must install the RESTful API.
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IIS Installation on Windows Server 2012 R2

Note: Prior to installing the CA4K RESTful API, you must install Internet
Information Services (IIS) Server. The following demonstration is for
Windows Server 2012 R2.

1. Open Server Manager from the start page.

2. In Server Manager, click on Add roles and features under the Server
Manager menu.

e Server Manager = I=|-
Server Manager * Dashboard @ F tnase Toos vew e

58 Dashboard 'WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o Configure this local server

‘QUICK START

2 Add roles and features

3 Add other sen

ers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 0 | Servergroups: 1 | Servers total: 1
# Local Server 1 Bi AllServers 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

3. Under Add Roles and Features Wizard, on the Before you begin
page, click Next.

4. On the Select installation type page, select Role-based or feature-

based installation radio button, and click Next.

5. On the Select destination server page, Select a server from the server

pool radio button, and click Next.
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6. Select Web Server (IIS) and then click on the button Next.

= Add Roles and Features Wizard \;

DESTIMATIC

Select server roles S

Lo 'n i e i =
Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

~ Web Server (IIS) provides a
manageable, and scalable V
[] Application Server application infrastructure,

[] CHCP Server
[] DMS Server
Role Services [] Fax Server

[] Active Directory Rights Management Services

@

Confirmation I File And Storage Services (Installed)
[] Hyper-v

[] Metwork Policy and Access Services

[] Print and Document Services

[] Remaote Access

[] Remate Desktop Services

[] Volume Activation Services

[[] Windows Deployment Services
] Windows Server Update Services

7. In the Select features page, no additional features are needed for IIS.

Click Next to continue.

8. The next window is the Select Role Services. This very important screen
will allow you to add only the modules necessary for your planned
installation of IIS. Now, click on the role services that are checked on the

Following screens.
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Select server roles

Befors You Begin
Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server.

Roles

FIRCTEWeb Server (IIS) {4
a4 [H] Web Server (4 of 34 installed)
4 [W] Common HTTP Features (1 of 6 installed)
Default Document (Installed)
[] Directory Browsing
] HTTP Errors
Static Content
[] HTTP Redirection
[[] WebDAV Publishing
I [H] Health and Diagnostics (1 of & installed)
P[] Performance (1 of 2 installed)
4 [H] Security (1 of 8 installed)
Request Filtering (Installed)
[] Basic Authentication
[ Centralized S5L Certificate Support
[] Client Certificate Mapping Authentication
[ Digest Authentication
[ 1IS Client Certificate Mapping Authentication
[ 1P and Domain Restrictions
[[] URL Authorization
[ Windows Authentication
4 Application Development
NET Extensibility 3.5
NET Extensibility 4.5
[ Application Initialization
[ asp
ASPINET 2.5
ASPINET 45
[ cal
ISAPI Extensions
ISAPI Filters
[ Server Side Includes
[[] WebSacket Protocol
b [ FTP Server
» [] Management Tools

[] Windows Deployment Services
[[] Windows Server Essentials Experience
[] Windows Server Update Services

DESTINATION SERVER
WIN-GE2NLEBLUVG el net
Description
|~ Web Server (IIS) provides 2 reliable, manageable, and
scalable Web application infrastructure.
=
M
[<Previous | [ Net> | [ nstal | [ Cancel |

9.

Under Management Tools section,

the following items must be checked

(IIS Management Console and IIS 6 Metabase Compatibility).
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DESTINATION SERVER

Select server roles I SE2 LSV et

Before You Begin Select one or more roles to install on the selected server,

Installation Typs Roles Description
Server Selection [ et [~]  Management Tools provide
4 [m] Web Server (IIS) {4 of 43 installed) infrastructure to manage a Web
[ [H] Web Server (4 of 34 installed) server that runs IIS 8. You can use
Features the IS user interface, command-line

Confirmation b [ FTP Server tools, and scripts to manage the
o Web server. You can also edit the
115 Management Console configuration files directly.
lIS & Management Compatibility
115 & Metabase Compatibility
[1 11S 6 Management Console ]
[] 1IS 6 Scripting Tools
[ 115 6 W Compatibility
[ 1S Management Scripts and Tools

=
[] Management Service
[ Windows Deplayment Services
[] Windows Server Essentials Experience
] Windows Server Update Services ™M
<Previous | [ Net> | | nstal | [ Cancel
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10. Click Next to get to the Confirm installation selections screen to verify

your chosen settings and then click Install.

= Add Roles and Features Wizard = | =] -

DESTINATIOMN SERVER

Confirm installation selections N SE2ALS8LLVS aelnet

Before You Beqin To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required
5 q

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
their check boxes.

Web Server

Common HTTP Features
Static Content
Application Development
MET Extensibility 3.5
MET Extensibility 4.5
ISAP| Extensions
ISAP| Filters
ASP.NET 3.5
ASP.NET 4.5
Management Tools
115 Management Console

115 6 Management Compatibility

115 & Metabase Compatibility

Export configuration settings
Specify an alternate source path

< Previous Next > Install | | Cancel

11. After installation succeeded you should see the Installation progress
page. Click Close to finish the IIS Installation process.

12. You can verify that IIS installed successfully, type the following into a web
browser:
http://localhost

[Steps (13-16) are only for 64 Bit OS]
13. Open Internet Information Services (IIS) Manager again (top-right

corner of Server Manager window).
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http://localhost/

14. Go to Current Server -> Application Pools.

@ v WIMSERVERZM2 » Spplication Pools

File  ‘iew  Help

@-iH|#H .
e ?ﬂ Start Page
4 .ﬂi WYMSERVERZ20T2 (W INSERYE
@ Application Pools
I -[@] Sites
£ m >
Ready

qﬂ Application Pools i
@ Add Application P
. . . _— Set Application Po
This page lets you view and manage the list of application pools on the server,
Application poals are associated with worker processes, contain one or maore Application Pool T
applications, and provide isolation armong different applications. b Start
Filter: - WiEo - % Showe &l | Group by: _ B Stop
— P
MNarme - Status .MET Framework Yersion I - e
|2 NET 2.0 Started 2.0 Ind Edit Application P:
L5} MET w2.0 Classic Started w20 Cl Basic Settings...
@Classic .MET &ppPool Started w0 Cl Recycling...
[E} DefaultppPaal Started WA Int Advaneeilcor
Renarne
x Remowve
Wiew Applications
0 Help
< 1 > Cnline Help
- - Content Wiewr

15. Select the application pool your 32-bit application

will run under CA4K

RESTful API and click Advanced Settings on Actions pane.

4 [General)

MET Frarnework Wersion
Enahble 32-Bit Applications
Managed Pipeline Mode
Matre

Queue Length

Start Automatically

Skart Mode

CPU

Lirnit {17000 of 26}

Lirnit Action

Lirnit Interval {minutes)

n [uE = S EERE O L~

w0

True
Integrated
MET 2.0
1000

True
OnDermand

0
Mobction
5

C-l

Enable 32-Bit Applications

[enable32BittppOnWingd] If set to true for an application pool on a 84-bit
operating systern, the worker processies) serving the application pool will
be in MAOWMES MMYindows on WindowsBd) mode. Processes in WMAOWES mao...

| | Cancel
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IIS Installation on Windows Server 2019

Note: The following IIS Server Roles selection screen is for Windows Server
2019. The IIS setup will be very similar to the Server 2012 R2 steps above. In
addition to the steps above, use the Server Roles settings screen below to
configure all the Server Roles.

. Add Roles and Features Wizard - [m] X |

DESTINATION SERVER
SOA-DVR-VIDEQ

Select one or more roles to install on the selected server.

Roles Description
PROTEWeb Server (11S) (20 of 43 installed Web Server (IIS) provides a reliable,
4 [W] Web Server (18 of 34 installed) manageable, and scalable Web application
4 [W] Commen HTTP Features (4 of 6 installed) infrastnicire.

~ Default Document (Installed)
~ Directory Browsing (Installed)
+ HTTP Errors (Installed)
¥ Static Content (Installed)
HTTP Redirection
WebDAV Publishing

4 |m| Health and Diagnostics (1 of & installed)
~ HTTP Logging (Installed)
[] custom Logging
Logging Tools
0DBC Logging
Request Monitor
|| Tracing
4 W] Performance (1 of 2 installed)
+ Static Content Compression (Installed)
[7] Dynamic Content Compression
4 [m] Security (1 of 9 installed)
~ Request Filtering (Installed)
[] Basic Authentication H
Centralized SSL Certificate Support
Client Certificate Mapping Authentication 1
Digest Authentication i
IS Client Certificate Mapping Authentication
IP and Domain Restrictions 3
URL Authorization
[[] windows A on r
4 ' Application Developm stalled)

~ NET Extensibility 3.5 (Installed)
« NET Extensibility 4.7 (Installed)
« Application Initialization (Installed)
v ASP (Installed)

~ ASP.NET 3.5 (Installed)

~ ASP.NET 4.7 (Installed)

v CGI ed)

~ ISAPI Extensions (Installed)

~ ISAPI Filters (Installed)

~ Server Side Includes (Installed)
¥ WebSocket Protocol (Installed)

[[] F1P Server
4 [B] Management Tools (2 of 7 installed)
| 115 Manageme nsole (Installed)
[T] 1S 6 Managem ‘ompatibility

| IIS Manaaement Scripts and Tools (Installed)

< Previous Next > 1 | Cancel

Note: After IIS is successfully installed, you must install the RESTful API (Refer to
the following steps)
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CA4K RESTful API Installation

Note: The Setup files for the RESTful API are on the CA4K installation media. The
setup files are in different locations in CA4K V1.1.16 SP-3 and CA4K V1.1.35
SP-1. It is very important to also install the service packs for each version.

1. Perform one of the following steps depending on the version of CA4K you
are using.

e V1.1.16 SP-3 Go to the CardAccess4K>RESTfulAPI folder on the
installation media, and open it. Click on setup.exe as per the
screenshot below.

~

Mame Date modified Type Size

CAAK RESTRul API functions.pdf Adobe Acrobat D... 4,235 KB
CAAK RESTFul API.pdf Adobe Acrobat D... 551 KB
) CardAccess.APL.Restful.Demo.zip WinRAR ZIP archive 34 KB
ﬁl CardAccess.RESTFulAPLInstaller.msi Windows Installer ... 19,097 KB
| | CardAccess.RESTulAPLInstaller.wixpdb WIXPDE File 1,143 KB
& setup.exe . Application 511 KB

e V1.1.35 SP-1 and later-Go to the
CardAccess4K>API>RESTfulAPI folder on the installation media,

and open it. Click on setup.exe as per the screenshot below.

Name - Date modified Type Size

CA4K RESTRul APLpdf Adobe Acrobat D... 551 KB

i} CardAccess.AP|.Restful.Demo.zip WinRAR ZIP archive 24 KB

ﬁ' CardAccess.RESTFulAPLInstaller.msi Windows Installer ... 19,097 KB

|| Cardfccess.RESTFulAPLInstaller.wixpdb WIXPDE File 1,148 KB
Application 511KB

Note: The RESTful API Demo code can also be found in the above two
locations.

17



2. Upon launching the setup.exe, the Ready to Install screen will display.
For our demonstration, leave the Web Site name and the Virtual

Directory name at the defaults. Click Install.

ﬁ CardAccessdK RESTRul AP Setup ®
Reniio st Continental{'ﬁ
The Setup Wizard is ready to begin the installation B

The installer will install CardAccess 4 RESTful APL Ta install, dick “Install”

Web Sites:
CadkRESTTulApi ~

Virtual Directory:
CardAccess4K RESTUlAPT

3. Upon clicking Install, a progress bar will display while setup.exe is installing

files.

i_%' CardAccessdK RESTul API Setup — x
Installing Cardaccess4k RESTul API :
|

Continental{'"

Flease wait while the wizard setup CardAccess4K RESTTul APL. This may take
several minutes.

Status:
[ |

Back Next Cancel |
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4. Upon the installation completing, click Finish.

ﬁ] CardAccess4K RESTRul API Setup

*
Completing the CardAccess4K RESTul API Setup Wizard Continenta |Tﬁ
E
Click the Finish button to exit the Setup Wizard.
Back Cancel

5. After the RESTful API installation is complete, verify the RESTfulAPI folder

was created under the CardAccess4K folder.

« « » ThisPC » OS(C) » Program Files (x86) + CardAccess3K » RestfulApi
CardAccess4K A Name ’ Date modified Type
A App_Data 11201 PM File folder
ar-SA Areas 112:01 PM File folder
AventuraRedist bin 11201 PM File folder
AvigilonRedist Content 1 11201 PM File folder
CertificateUtilty fonts File folder
- Log File folder
Scripts File folde
Poainestson Views File folder
e I faviconico Icon 328
es-ES & Global.asax v ASP.NET 1KB
gi ¥ Web.confi 5PM XML C 5KB
Firmware
frFR
Help
Import
it-IT
ja-tP
ke-KR
Log
Luxriot
nl-NL
Old_Files
PelcoVX
pl-PL
plugins
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In addition to the RestfulApi folder being created in the CardAccess4K
folder, launch IIS. In IIS, verify the CA4K RestfulAPI site is displaying.
Right click on the CA4K RestfulAPI site, click Manage Website, and

verify the site is Running.

h

Configurat... Festure  Shared
Edter  Delegation Configurat...

20

Fle View Hep
Connections Actions
| @9 MKELLYLT Home
i Manage Server
v !J MKELLYLT (MKELLYLT\Adminisirator) Fiter - o = S Show Al | Groeby! seo o Restart
2 Application Pock : Ao o )
v @ Stes ASPAET .
§ CAlk Maile 9 $ — = i - & -
v @ CANRestfulAP! i | : | ¢ 9;’ = ab A E fl\l) g U3 v
7 App Data NET NET  MNETEmor  NET  NETTust Appication Connection MachineKey Pagesand  Proviers SessionState SMITP E-mail
et Adhorcat.. Compision Pages Giobsizaion Levés  Sefngs  Stings Controks
bin "
Content i o Ge
) ‘ - 2 Y & 9
fonts ok 2 & ? 0 ; o ) 3 <
_Lcrn . 0 € = ] = & ¥ = & oy v
T Auhertic. Defat  Handlr  HTP  (SAPland  [SAPIFiters MIMETjpes Modues  Output  Requed  Sever  Worker
gl Document  Mappings  Respon...  CGlRestr. Coching  Fikenng  Cerificates  Processes
Views
@) Default Web Site Management



RESTful API Programming Tips

Note: As previously mentioned, you must be an experienced Web developer to use
the RESTful API and the Demo code. The CA4K RESTful API is a framework that
makes it easy to build HTTP services that reach a broad range of clients, including
browsers and mobile devices. This API was built as a wrapper WebAPI from .NET
CardAccess.API and returns mostly JSON data. The RESTful API demo code is
written in C# and Javascript. It can be found in the same folders as the Setup.exe
files. The Demo Code zip file name is CardAccess.API.Restful.Demo.zip.

1. Once the RESTful API is installed, the IIS website name will be CA4K
RESTfulAPI.

1. By default, the RESTful API will be setup to use port 8081.

2. All functions use Authorization.

4. First get the access token by calling the url http://<server ip>:8081/token
a. Body keys
i Username <- cad4k operator name
ii. Password <- ca4k operator password
iii. Grant_type = password

5. Use the access_token returned and token type = bearer to call all other
functions.

6. Example 1- (To Get badgeinfo)
a. http://localhost:8081/Badges/Badgelnfo?badge=1234&facility=0
b. Body keys

i. Authorization = bearer XXXXXXXXXXXXXXXXXX... , is the
access_token return from token request call.

7. Example 2 - (Register to receive events using signalr).
@section scripts{
@*test signalr*@
@Scripts.Render("~/bundles/signalR")
<script src="/signalr/hubs"></script>
<script>
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http://localhost:8081/Badges/BadgeInfo?badge=1234&facility=0

$(function () {
var alertHubService = $.connection.alertHubService;

$.connection.hub.start().done(()
=>alertHubService.server.connect());

alertHubService.client.alertReceived = function (sde) {
console.log(sde);
b
alertHubService.client.hcsStatusReceived = function (message) {
console.log(message);
3

1)

</script>

Example using POSTMAN to get Token
GET v | hupiflocalhost:8081/token m

on @  Headers (9 Body ®
none form-data @ x-www-form-urlencoded
KEY VALUE DESCRIPTION
ysername ademin
password admin@4k
grant_type password
Body =2 @
ety isuali =

"bearer”,

86399,
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